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his two-part series examines

Transmission Control Proto- m to thrive in these trends. It doesn’t

col/Internet Protocol (TCPIIP‘)

and the Internet, which are

becoming more prevalent in
traditional MVS and VM EDP shops. This
article discusses the emergence of TCP/IP,
examines the principles of TCP/IP in rela-
tion to Open Systems Interconnection
(OSI) and presents a brief discussion of the
Internet.

Introduction
More and more articles are being

~ written on TCP/IP. Until recently, most of

these articles were of little interest to [BM
mainframe systems support staff, since
TCP/IP seemed more oriented toward
other operating systems and networks.
Perhaps now is the time to look more
closely at TCP/IP. We have all seen the

effects of the economy in data processing -

(DP) departments. Downsizing, rightsiz-
ing, outsourcing and cost-effectiveness are
just a few of the most common terms used
today, but what exactly do they mean?

DP departments need to know what
these terms mean to survive. It is not
enough today to simply offer the main-
frame-orientated software solutions as in
the past. Computer literacy has spread to
all levels of the organization, bringing with
it an awareness of what computers can (or
cannot) offer.

DP departments are in a unique posi-
W which hardware platform applica-
a needs to be regularly-backed

y restored, if necessary, and '
still needs to be obtained.

network opmﬂons ‘and can offer the mm_- g
power and physically secure areas needei
for its customers. |

It is always mterestmg to devele
applications using new technology. Ii
exciting to see these applications a
work, but after the glamour wears aﬁ,.
is there to make sure that it is availal
day after day, other than the DP op
staff?

How Does TCP/IP Fit In?

TCP/IP is becoming the
system of choice in a multiv
parate operating system en
offers a ready-made, fully su
tion to organizations that ne
not only their systems, but :
other systems on other nety
. TCP/IP is fully inte
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® o FGURE 1: The TCP/IP Architecture
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@ o FIGURE 2: The 0SI Reference Model

The 051 reference model consists of seven layers:
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Actual electrical process of transferring data.

technological advances, the cost of PCs
dropped steadily. Coupled with a new
generation of computing professionals and
a better selection of software products, the
PC became more prevalent in companies.
Programs were written on PCs, sometimes
even compiled and tested before being
loaded onto the mainframe. Programs and
data were sent from the PC to the main-
frame using a file transfer program.
Terminal emulation software and file
transfer programs, both for the PC and the
mainframe, were written so the PC could
communicate with the host.

LANs became more widely used and
several EDP shops opted for the IBM token-
ring since it was supported in the IBM ter-
minal control units and the SNA network.

PCs could then use the token-ring to
not only communicate with each other,
but also with the SNA world. More SNA
protocols became available for general use
so that the implementation of hierarchical
networks became less necessary [witness
APPC (LUS6.2) and APPN (LU2.1)]. Now,
mainframes, AS/400s and PCs can com-
municate on a peer-to-peer level. And,
using the wonders of modern networking

techniques, PCs can network over tremen-

dous distances using the SNA network as
the backbone (APPN).

Enter TCP/IP

Meanwhile, outside of business EDP,
other operating systems were being used.
IBM was not the only game in town.

Universities, research agencies, corporate
engineering departments and many other
sites were using minicomputers with the
UNIX operating system as their system of
choice. Others used PCs for their work
and then sent their data to the UNIX sys-
tems for processing. Other users logged
on to UNIX systems, using their PCs as
terminals (running a emulation program).
Still others were storied their files on
remote systems, then accessed them as if
they were located right in their computer.

Other computer companies were
developing their own systems and net-
working solutions. With so many non-
standardized and diverse systems being
developed, it was difficult to connect
these systems together.

Recognizing this problem in the mid-
1970s, the U.S. Government Defense
Advanced Research Projects Agency
(DARPA) provided research funding for a
interconnecting protocol. The result of this
research is TCP/IP, a still-evolving proto-
col that took its current form around 1977-
1979.1

Around 1980, using the existing
ARPANET as its backbone, DARPA
started connecting its TCP/IP capable sys-
tems together. Known as Internet, this net-
working technology along with TCP/IP
made tremendous strides culminating in
January 1983 when the U.S. Government
Office of the Secretary of Defense
required that all computers connected to
long-haul networks use TCP/IP.

To encourage university researchers
to adopt and use these new protocols,
DARPA made an low cost implementa-
tion available.2 Due to the availability of
this implementation, along with the popu-
larity of the UNIX operating system,
Internet soon became a U.S. and
Europeanwide network linking literally
thousands of TCP/IP-capable computers
together.

TCP/IP Source Code Availability
For IBM users a major reason for

TCP/IP’s popularity has been the avail-

ability of open protocols and source code.

TCP/IP and Open Systems
Interconnection (OSlI)

TCP/IP is a peer-to-peer architecture.
All systems, regardless of size, appear the
same to all other systems in the network.
TCP/IP-capable systems are logically
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paired in a client/server relationship. The
client, or local host, issues TCP/IP
requests that are forwarded through the
network to the server or foreign host. The
server then executes the function, return-
ing the result to the client.

The TCP/IP architecture can be mod-
eled in four functional layers. Each layer
performs a particular function, as illustrat-
ed in Figure 1. ;

Examples of TCP/IP application pro-

include:

-win: X-Windows application
FIP: File Transfer Protocol
TELNET: Terminal Emulation
SMTP: Simple Mail Transfer Protocol
SNMP: Simple Network Management Protocol
NFS: Network File Server
RPC: Remate Procedure Call
Name Resolution: Internet Host Table
PING: Packet Internet Grouper

Transport Protocols provide the end-
to-end data transfer. The protocols used
are:

TCP: Transport Control Protocol.
It provides connection orientated, reliable
sequenced data transfer. TCP guarantees
successful data transfer to destination.

UDP: User Datagram Protocol. It
provides “unreliable” data transport. UDP
does not guarantee successful data trans-
fer, meaning that the application using
UDP must take this into consideration.

ICMP: Internet Control Message
Protocol. ICMP sends error and control
information from hosts or routers to the
message originator. ICMP is both a user
of and a part of Internet protocol (IP).

Internet Protocol: The Internet
Protocol (IP) assembles data bits into an
IP datagram, then chooses the best route
to send the packet to its destination.

Network Interface: The interface to
the network hardware. The network inter-
face can be one (or more) of several types
of LAN media, such as Ethernet, token-
ring, SNA, FDDI, X.25 etc.

Description of OSI

In the mid *70s, the Paris-based
International Standards Organization
(ISO) started defining a framework and
structure for a set of rules or protocols. By
adhering to these protocols, vendor-devel-
oped systems could connect and commu-
nicate. These ISO protocols are now
known as the Open Systems
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Interconnection (OSI) standards.

The OSI architecture is a layered con-
cept called the OSI Reference Model, of
which each layer has a name, a layer num-
ber, protocols that provide specific func-
tions and defined services. This reference
model is a complete peer-to-peer commu-
nications environment. See Figure 2.

According to the OSI reference
model, all processes are initiated in the
application layer, travelling downward
through the stack. Each layer performs a
service, passing the results to the next

lower layer. Finally, at layer 1 (physical)
the data is shipped across the physical link
to the connected computer system. There
the process reverses, traveling from layer
1 up through the layers to the receiving
application in layer 7 (the application

How TCP/IP Compares to the
0SI Reference Model

TCP/IP can be roughly compared to
the OSI model. Since they evolved sepa-
rately, naturally there are differences in
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® ® FIGURE 5: The IP Address
both philosophy and implementation.
However, it is interesting to see how
TCP/IP and OSI functionally compare.
Figure 3 illustrates how TCP/IP lay-
129 first octet ers correspond to the OSI reference
| model. The Internet Protocol (IP) maps to
the OSI network layer with UDP and TCP
corresponding to the OSI transport layer.
65 SBCOI’Id octet Finally, TCP/IP applications map roughly
to the session, presentation and the appli-
cation layers of the OSI model.

Internet Defined
. The term “internet” is confusin

17 fhll‘d octef because it is used in several ways. Whei
I some people speak of internet, they are
referring to a collection of packet-switch-
ing networks interconnected by gateways
along with the protocols that allow them to
55 iﬂS‘ octet function logically as a single, large, virtual
network (or, in English, a set of connected
networks that act as a coordinated whole 3).
Others think of it as the worldwide network
connecting universities, government
research labs, military installations and
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The Class B network could consist of
multiple networks, each of smaller size.

To allow for subnet addressing, the
host number portion of an internet address
is divided into a subnet part and a host
part. The network portion and subnet part
are logically concatenated to form the sub-
net identifier. For example, if a Class B
network had an address of 130.42, it could
be divided into 254 subnetworks with
addresses ranging from 130.42.1 through
130.42.254 (0 and 255 are reserved). 4

An example of a IP address is
129.65.17.55 (California Polytechnic
University, San Luis Obispo). The first
two octets (129.65) are uniquely allocated
to California Polytechnic University. The
next octet determines the subnetworks
(Subnets) at Cal Poly and the last individ-
ual machines on the campus. Graphically,
the IP address looks like Figure 5.

For most TCP/IP organizations, in
the beginning, the internet will be strictly
departmental or companywide, with no
apparent need to connect to the Internet.
It is strongly advised, however, to plan
ahead in selecting the internet addresses
for local use, since, in the future it might
be necessary to either join the (worldwide)
Internet or another (local) internet. It is
very difficult to change the internet
addresses at a later date (just ask your
VTAM system programmer about chang-
ing ACF/VTAM Logical Unit (LU),
Physical Unit (PU) and gateway network
names after implementation).

It is strongly recommended that all
organizations obtain a unique Internet
address. To obtain one, contact:
Government Systems, Inc.

Attn: Network Information-Center
14200 Park Meadow Drive, Suite 200
Chantilly, VA 22021

(800) 365-3642

(703) 802-4535

(703) 802-8376 (fax)

Mapping Domain Names to
Address

Although the IP address system is the
basic form of Internet communication,
each host has a domain name that may be
used for addressing. It is much easier to
remember the domain name (host name)
than the IP name. All Internet communi-
cation is handled using the IP addresses.
Since this address is sometimes difficult to
remember, each machine has a readable

name associated with it. A typical domain
name might be: martin.csc.calpoly.edu

This is a hierarchical name beginning
at the right and getting more specific to the
left. In this example, the host name is mar-
tin in the computer science department at
“calpoly” in the “edu” domain for educa-
tional sites. IP addresses get more specific
going from left to right, while domain name
addresses are constructed from right to left,
which is the opposite of IP addresses.

Graphically, the IP address and
domain name looks like Figure 6.

The Host Table

Most TCP/IP systems have host table
capability to convert a host name into the
proper IP address and vice versa. For
example, In MVS TCP/IP, the host table
is called a site table. The site table can be
configured for all TCP/IP users on that
system, or each user could optionally have
a site table for her/his specific needs.

Name Servers

For simple TCP/IP networks, host
tables will probably suffice. However, in
larger networks, there are may reasons not
to use host tables:

*Updating several host tables
requires time.

=All tables then need to be synchronized,

*The larger the network, the larger
the host table. Since the table is searched
from top to bottom, one at a time, the IP
address resolution might take some time.

In situations like this, it is recom-
mended to consider implementing a name
server. The name server could then serve
its clients by providing an IP address to a
host name and a host name to an IP address
services networkwide, making only one
table update necessary. MVS and VM both
provide support for name server usage. 3

Gateways

A gateway is a computer and its asso-
ciated software permits two networks using
different protocols to communicate with
each other. For example, a gateway can be
between a IBM token-ring Network and a
Ethernet and/or a packet-switched public
network. IP routers and TCP/IP routers are
functionally equivalent to a gateway.

What Is a Host?
A host, sometimes seen as a node, is
any end-user computer system (acting as a

Under ISPF, programmers
waste a lot of time jumping
from one panel to another to do their
work, making do with ISPF's limited set
oftools. SPIFFY turns ISPF/PDF into
an integrated, object-oriented devel-
opment center! SPIFFY makes ISPF
functions quicker to get to and greatly
enhanced!

With its consistent usermierlace
and many powerful new facilities,
programmers will wonder how
they ever lived without it!

* Lets programmers perform virtually
any function from a single panel!
* Makes bringing up data set lists and
member lists 20 to 50 times faster!
Searching, sorting, filtering are much,
much faster!

* Integrates into the standard ISPF
BROWSE, EDIT, and data set list.

* Adds powerful new tools—
personal data set list, full-featured
GLOBAL EDIT, and many others!

Easytolearn: works like ISPF. Easy
toinstall: under one hour, no IPL and
nosystem Ilbrary.chan_ge& Formorein-
formation or a 30-daytrial, call Isogon
Corporation at(800) 568-882&or
(212)967-2424.

i Y

What ISPF should
have been all along.

ISOGON
CORPORATION
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client and/or server) that connects to a net-
work. Examples include:

Because of the tremendous flexibility
of these mediums, a TCP/IP network can

*a PC running DOS; be in the same room, several rooms or
* a PC running OS/2; span several continents. By using the
*a PC running UNIX; mainframe TCP/IP as a router. SNA can
=a IBM RS/6000 running AIX; be used as a TCP/IP backbone. This offers

*a IBM ES/9000 running MVS/ESA
and TCP/IP;

*a IBM 4381 running VM/SP and
TCP/IP; and

*a Cray system with TCP/IP support
software,

tremendous opportunities for SNA users
since existing networks can be used rather
than having to invest in new egquipment
and data communication lines. See Figure
7. A future article will address the
SNALINK in more detail.

The Span of TCP/IP Networks

TCP/IP supports several LAN medi-
ums, or LAN architectures:

*Ethernet: a best-effort network
delivery system implementing the Carrier
Sense Multiple Access with Collision
Detection (CSMA/CD) technology. Rated
at: 10MB.

*FDDI: Fiber Distribution Data
Interface. A fiber optic network offering
10MB data rate to approximately 200km in
length (with repeaters every 2km or less).
FDDI uses the token-ring technology.

*IBM Token-Ring: a network tech-
nology that passes a data packet, called a
token, from machine to machine. A com-
puter can only forward a data packet when
holding the token. Token-ring currently
offers either 4MB or 16MB data transfer
speed.

*SLIP: Serial Line IP. SLIP is a net-
work protocol that uses the standard PC
synchronous port. The data transfer medi-
um can either be by cable or by modem.
Data transfer speed: either modem speed
(baud) or a rate acceptable to both trans-
mitting and receiving computers.

*SNALINK: An IBM implementa-
tion using SNA as the network transport
medium.

Services Available Through the
Internet

One of the benefits of a direct con-
nection to the Internet is information
retrieval. By using either Telnet. FTP or
SMTP, an Internet user can take advan-
tage of a wealth of information made
such as ARCHIE, an index for internet
archive users; online data bases; book
reviews; magazine fax delivery; geo-
graphic information; and Library of
Congress. 6

Most of these services can be used in
“real-time” by connecting the Telnet ter-
minal emulation program 1o them.
Besides the Telnet function. mﬁ
Internet offers one of the largest collec-
tions of software available. By using the
file transfer protocol (FTP). Intemet sites
can access huge repositories of public
domain and shareware software, UNIX,
MS-DOS or Macintosh software or text
files.

Many commercial services support
connections to the Internet for electronic
mail transmission. Most will also support
file transmission through protocols that
allow E-mail to serve as the transport
mechanism.

Compuserve, for example. oﬂua

such file transfer capabilities. To use it,
both parties need to install data conversion
software provided free from Compuserve.
Also, according to a Compuserve repre-
sentative, binary files cannot be currently
transferred. But Compuserve is working
on this problem. When asked if
Compuserve will offer other Internet ser-
vices (i.e., Telnet, RPC, real FTP), I was
told it was quite possible. Since APPC
might become available to Compuserve
users, why not TCP/IP functions?

It is currently possible to send mes-

~ sages from CompuServe and MCI Mail

both to and from the Internet, as well as
send mail from CompuServe to MCI Mail
through Internet. Since CompuServe is
available almost worldwide, a savvy inter-
national organization could possibly save
money by using CompuServe, TCP/IP and
the Internet as its E-mail system.

Part II will conclude this series by
taking an indepth look at the major fea-
tures of TCP/IP and the protocols for mon-
itoring and managing TCP/IP networks.

Footnotes

! Comer, Douglas E., Internetworking
With TCP/IP Volume 1, Principles, Protocols
and Architecture.

2 Ibid., page 7

3 Ibid., page 15

4 IBM Corporation, Transmission Control
Protocol/Internet Protocol for MVS Installation
and Maintenance, pages 1-5 through 1-6

5 For detailed information, please refer to
either IBM Corporation TCP/IP V2 for MVS:
Installation and Maintenance SC31-6085 for
MVS questions, or IBM Corporation, TCP/IP
V2 for VM: Installation and Maintenance
SC31-6082 for VM questions.

& For more information on Internet ser-
vices, please see pages 123-125 Dvorak, John
C. and Anis, Nick, Dvorak’s Guide to PC
Telecommunications, Second Edition 1992
McGraw-Hill, Inc. ISBN 0-07-881787-0.
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